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(57) ABSTRACT

Apparatus, systems, and methods may operate to receive
operational power from a primary power supply at a proces-
sor housed within a wagering game machine, where the pro-
cessor is operable to present a wagering game. Further activi-
ties may include determining that the wagering game
machine is currently in a hibernation state, authenticating at
least one hibernation file, and resuming operation of the
wagering game machine to a base operation state defined by
the at least one hibernation file. Additional apparatus, sys-
tems, and methods are disclosed.
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1
WAGERING GAME MACHINE
HIBERNATION

RELATED APPLICATION

This patent application claims the priority benefit under 35
U.S.C.119(e) of U.S. Provisional Patent Application Ser. No.
61/498,179, filed Jun. 17, 2011, and entitled “WAGERING
GAME MACHINE HIBERNATION”, which is incorporated
herein by reference in its entirety.

LIMITED COPYRIGHT WAIVER

A portion of the disclosure of this patent document con-
tains material which is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent disclosure, as it appears in the
Patent and Trademark Office patent files or records, but oth-
erwise reserves all copyright rights whatsoever. Copyright
2011-2012 WMS Gaming, Inc.

BACKGROUND

Wagering game machine manufacturers and operators con-
tinually strive to provide new and entertaining games. One
way of increasing the entertainment value associated with
casino-style wagering games (e.g., video slots, video poker,
video black jack, and the like) includes offering a variety of
base games and bonus events. However, despite the variety
offered, players may still tend to lose interest. Some circum-
stances can exacerbate this situation.

For example, due to repairs and other routine operations,
the power supplied to wagering game machines is cycled,
resulting in a lengthy boot process that occurs before the
machine is fully operational. The longer the process, the less
likely players are to use the machine. In short, the boot pro-
cess adds a noticeable delay to machine operations, and play-
ers may be motivated to look elsewhere for entertainment
when their patience is exhausted. This can result in a loss of
revenue.

BRIEF DESCRIPTION OF THE FIGURES

Embodiments of the invention are illustrated by way of
example and not limitation in the Figures of the accompany-
ing drawings, in which:

FIG. 1 is a block diagram illustrating a wagering game
machine architecture, according to various embodiments;

FIG. 2 is a block diagram illustrating a wagering game
network, according to various embodiments;

FIG. 3 is a flow chart illustrating methods according to
various embodiments;

FIG. 4 is a perspective view of a wagering game machine,
according to various embodiments; and

FIG. 5 is a perspective view of a portable wagering game
machine, according to various embodiments.

DETAILED DESCRIPTION
Example Operating Environment
Example Wagering Game Machine Architecture
Within a wagering game machine, the cold boot process
(i.e., the process of loading software and initializing hardware

components after power is first applied, to bring the machine
to a state where wagers can be accepted for game play) can
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take many minutes. The inventors have discovered that gen-
erating hibernation files, and using them for machine recov-
ery as part of power-off, power-on cyclic operation can sig-
nificantly reduce the time used to bring the machine to a
fully-operational state. This occurs while the integrity of the
entire machine is verified, so that security is maintained. In
short, startup delays due to routine maintenance and other
power cycle events can be significantly reduced when hiber-
nation files are created and used as described herein.

In some embodiments, the hibernation functionality built
into a Microsoft® Windows® embedded operating system
(OS) can be used. In some embodiments, the Linux® OS
“suspend to disk” and “hibernate to disk™ operations can be
used.

Wagering game machines may comprise a number of hard-
ware and software components. Software components may
include images stored in memory. For example, in some
machines, an image of memory content in the machine can be
saved with respect to a particular point in time. This permits
the machine operational state to be preserved using a snapshot
of memory content. The snapshot may be associated with a
time stamp under some OS protocols. The snapshot image
may be saved in a storage medium as a hibernation file which,
when recalled to machine memory and the instructions form-
ing a portion thereof are executed, results in the wagering
game machine resuming operation at the same point at which
the snapshot was taken. In this way, operations can be
resumed without, for example, reloading and authenticating
the OS and driver files from scratch. Boot time can thus be
considerably reduced.

In the process of booting a wagering game machine from a
power-off state, the basic input-output system (BIOS)
executes a power on self-test (POST) routine after operational
power is applied, Extended operations may involve using a
public key to authenticate the BIOS itself. The BIOS may thus
be signed by a manufacturer’s private key.

Once the BIOS is authenticated, execution often proceeds
to authenticate the boot media, which might be stored in a
flash memory. The boot media may include a boot partition
that is made up of a boot loader and an OS. A master boot
record that governs partitions, including a file signature table
and a partition signature table, may be accessed. After the
boot media is authenticated, authentication of the OS may be
initiated.

Once the OS is authenticated, the machine loads the OS to
begin its execution. Software and hardware drivers are
authenticated and loaded. Hardware components are then
initialized.

At this point, an operator can configure the machine as
desired, so that the machine is brought into a fully-operational
state. The operator might, for example, load gaming applica-
tions (e.g., from a game services partition, which includes
drivers for applications as well, or from separate media) to
begin their authentication and execution on the machine.

In various embodiments, the inventors have discovered that
the use of authenticated hibernation files permit rapidly vali-
dating the machine memory content, as well as the presence
of'installed components. Resuming execution using this type
of hibernation file thus provides a trusted operational envi-
ronment with a significantly reduced boot process time.
Therefore, many embodiments can be realized.

For example, a snapshot of the machine during operation
can be taken by the manufacturer, at the factory. This might
occur after the OS and drivers for default devices (e.g., hard-
ware components such as a memory controller, graphics con-
troller, universal serial bus (USB) controller, backplane, pro-
cessor (CPU), and network interface), along with default



US 9,098,970 B2

3

gaming services, are loaded. In some embodiments, this
operational state is known as the “base operation state”.

Business logic and rule sets may be built around the selec-
tion of multiple hibernation files. Thus, some embodiments
include a smart hibernation file selection mechanism, based
on hardware and/or games detected as being in use within a
given machine. For example, memory content associated
with a wagering game may be accessed to determine the
hardware and/or software configuration of a particular wager-
ing game machine. This information can be used to select one
of a number of hibernation files for use.

In some embodiments, a hardware or software indicator
can be accessed to determine whether default hardware has
changed as part of a power cycle operation. The state of the
indicator can be used to select an appropriate hibernation file
to use for resuming operations. For example, if new hardware
has been added, the machine may resume operating with a
previously-authenticated base operation state configuration
(e.g., as part of a partition authentication), after which only
the new hardware devices and associated drivers are authen-
ticated and loaded before resuming regular gaming function-
ality. This method of operation can significantly reduce the
time used in the boot process when new hardware is added, or
used to replace old hardware.

In some embodiments, a wagering game machine may
operate so that all machine power-on operations constitute
resume operations, instead of cold boot operations. Thus,
instead of authenticating and loading the OS and drivers from
scratch, for example, the hibernation file is authenticated, and
operation is resumed from the hibernation state to the base
operation state.

In some embodiments, a wagering game machine operates
such that after power is applied, the hibernation file is discov-
ered as part of initial authentication operations. Thus, the
hibernation file is authenticated, and operation is resumed
after execution enters the authentication partition, where an
administration screen, such as an operator’s configuration
console, is displayed. The administration screen might
include a menu that permits selection of a particular hiberna-
tion configuration file. After that file is authenticated, opera-
tion is resumed to a second base state (e.g., accepting wagers
to begin execution of a wagering game).

In some embodiments, a wagering game machine operates
to resume operation at the point where a base OS has been
authenticated and loaded. The machine may then operate to
display a selection of authenticated hibernation files (e.g.,
corresponding to a selection of pre-configured wagering
games), any one of which can be selected to resume regular
gaming operations.

Thus, in some embodiments, a wagering game machine
may offer multiple hibernation files, perhaps corresponding
to multiple base operation state configurations and/or mul-
tiple game configurations. When the machine operates to
always resume operations using a hibernation file, various
embodiments may execute the POST to arrive at a persistent
operational state.

In some cases, a menu is presented to the operator so that
the operator can choose the base operation state configuration
where operations are to be resumed. In summary, hibernation
files can be used to augment, simplify, or speed up a variety of
routine operations, some of which are listing in the following
paragraphs.

In some embodiments, when the occurrence of a power
brown-out or black-out event is sensed, a hibernation file is
created and saved in non-volatile memory. Backup power
may be supplied as needed, to provide sufficient time to create
the file. The hibernation file created in this fashion might be
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transmitted by the wagering game machine to a remote
repository maintained within or without a casino for later
recovery.

In some embodiments, snapshots are taken on a periodic
basis, such as every five minutes, and the latest snapshot is
used as the hibernation file whenever the next boot process is
encountered. Individual games may be configured to indicate
that a snapshot is to be taken, so that hibernate files are created
at selected points during game play. Thus, hibernation file
snapshots can be used as a periodic validation mechanism.

Hibernation file images may be communicated from a first
wagering game machine to a second wagering game machine
so that operations can be quickly resumed at the second
machine, when operational failure is sensed within the first
machine. These images may also be sent to a server, or
received from a server to enhance recoverability, so that
hibernation files can be shared and/or distributed.

In some embodiments, large awards (e.g., a progressive
win) will provide an indication that the wagering game
machine(s) involved are to take hibernation file snapshots for
automated validation and verification, as well as authentica-
tion and forensics.

Diskless wagering game machines can be authenticated
using an associated hibernation file. Hibernation files can also
be used to replace the operation of swapping out a logic
box—functionality can simply be restored by accessing a
hibernation file. A hibernation file can be used to restore
operations to a default memory state in stationary or portable
devices. When a fault is detected within a wagering game
machine, a master default hibernation file can be downloaded,
to provide operational resumption at a known base state.
These and other embodiments may be realized, and will now
be described in further detail.

FIG. 1 is a block diagram illustrating a wagering game
machine architecture 100, according to various embodiments
of'the invention. As shown in FIG. 1, an apparatus 106, such
as a wagering game machine, includes a central processing
unit (CPU) 126 coupled to main memory 128, which in turn
may include media images 132, such as wagering game
machine software. The CPU 126 may include multiple pro-
cessing cores, memory interface circuitry, a USB (universal
serial bus) peripheral controller, and other elements.

The main memory 128 may be subdivided into portions,
such as portions devoted to volatile memory 136 and non-
volatile memory 140, and combinations thereof. The non-
volatile memory 140 may comprise, in whole or in part, flash
memory, phase-change memory, and read-only memory,
among others. In many embodiments, the media images 132
include instructions which, when executed, can be used to
present wagering games upon which monetary value may be
wagered. Such games include video poker, video black jack,
video slots, video lottery, etc.

The media images 132, including wagering game machine
software, may alternatively, or in addition, be stored in a mass
storage unit 130, which may comprise one or more mass
storage devices 144, including a disk drive, such as a hard disk
drive or an optical disc drive (e.g., a compact disc, read-only
memory disc drive), a flash memory drive, or some combina-
tion of these. One or more hibernation files 150, 152 may be
stored in the memory 128 (in either or both memories 136,
140), the storage unit 130, or elsewhere (e.g., on a wagering
game server). The signatures corresponding to the hiberna-
tion files 150, 152 may be stored and/or downloaded with the
files themselves, or separately calculated and stored after
downloading/storage is complete. Any information that is
stored in the main memory 128 may be stored in the storage
unit 130, and vice versa.
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The CPU 126 may also be connected to an input/output
(I/O) bus 122, which facilitates communication between the
components of the apparatus 106. The I/O bus 122 may be
connected to a payout mechanism 108, a primary display 110,
a secondary display 112, a value input device 114, a player
input device 116, an information reader 118, the storage unit
130, and a power supply 158. The power supply 158 may be
used to supply operational power 170 to any of the compo-
nents of the apparatus 106. The bus 122 may include one or
more portions, any one or more of which may comprise a
USB. Thus, any of the components coupled to the bus 122
may comprise USB peripherals 156.

The player input device 116 can include the value input
device 114 to the extent the player input device 116 is used to
place wagers. The 1/O bus 122 may be connected to an exter-
nal system interface 124, which can be coupled to external
systems 104 (e.g., wired and wireless wagering game net-
works). The external system interface 124 may comprise a
network interface card and/or a wireless transceiver that
enables the apparatus 106 to communicate with wired and/or
wireless networks 164 respectively. Thus, the apparatus 106
may comprise a portable wagering game machine having a
wireless transceiver (e.g., see FIG. 5).

In one embodiment, the apparatus 106 can include addi-
tional peripheral devices and/or more than one of each com-
ponent shown in FIG. 1. For example, in one embodiment, the
apparatus 106 can include multiple external system interfaces
124 and multiple processors 126. In one embodiment, any of
the components can be integrated or subdivided. Addition-
ally, in one embodiment, the components of the apparatus 106
can be interconnected according to any suitable interconnec-
tion architecture (e.g., directly connected, serially connected,
star network, hypercube, etc.).

In one embodiment, any of the components of the appara-
tus 106 can include hardware, firmware, and/or software for
performing the operations described herein. Thus, some
embodiments may include an article of manufacture compris-
ing a non-transitory machine readable medium having
instructions stored thereon, wherein the instructions, when
executed by one or more processors, result in performing any
of the methods described herein. Machine-readable media
include any mechanism that provides (e.g., stores) informa-
tion in a form readable by a machine (e.g., a wagering game
machine, computer, etc.). For example, tangible machine-
readable media includes read only memory (ROM), random
access memory (RAM), magnetic disk storage media, optical
storage media, flash memory drives, etc. Thus, many embodi-
ments may be realized.

For example, an apparatus 106, perhaps forming part of a
wagering game machine, may comprise one or more proces-
sors 126 and media images 132, including software programs
which, when executed by the processor(s) 126, result in pre-
senting a wagering game upon which monetary value may be
wagered. The apparatus 106 may operate to create, store,
receive, and execute hibernation files 150, 152. Thus, various
embodiments may be realized.

For example, an apparatus 106 may comprise one or more
processors 126 operable to present a wagering game upon
which monetary value may be wagered. The apparatus 106
may further comprise a plurality of hardware components
(e.g., any one or more of the aforementioned payout mecha-
nism 108, displays 110, 112, value input device 114, player
input device 116, information reader 118, storage unit 130,
USB peripherals 156, and power supplies 158, among oth-
ers). The hardware components may comprise any compo-
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6

nent used in the apparatus 106 that can be associated with a
signature, including a globally unique identifier (GUID)
assigned by the manufacturer.

In many embodiments, the apparatus 106 comprises a cir-
cuit 148 to receive a command which operates to initiate
creation of one or more hibernation files 150, 152. Thus,
additional embodiments may be realized.

For example, an apparatus 106, such as a wagering game
machine, may comprise at least one processor 126 operable to
present a wagering game upon which monetary value may be
wagered, a non-volatile memory 140 storing instructions 154,
and a power supply 158. The power supply 158 may be used
to provide operational power 170, so that one or more pro-
cessors 126 operate, upon receiving the operational power
170, to execute the instructions 154 to determine that when
the wagering game machine is in a hibernation state, opera-
tion of the wagering game machine is to resume at a base
operation state defined by at least one hibernation file 150
when authentication of the at least one hibernation file 150 is
successful.

The apparatus 106 may further comprise a circuit 148 to
receive a command (e.g., to resume operations using a hiber-
nation file, or to create a hibernation file immediately, etc.).
The commands received may include commands provided by
awagering game server, via a network, or by an AOM (admin-
istration, operation, maintenance) device or server. Thus, the
circuit 148 may comprise a network interface (similar to or
identical to the interface 124) to receive the command from a
server. In some cases, the command received may cause the
apparatus 106 to create, store, transmit, and/or download one
or more hibernation files 150, 152.

The command may be received in response to a variety of
events. These include activation of a hardware switch, a value
input device, a player input device, a touch screen display, or
an information reader, among others.

In some embodiments, the apparatus 106 may comprise
one or more displays 110, 112. The displays 110, 112 may be
used to display an operator’s wagering game configuration
menu as part of the base operation state of the apparatus 106.

While FIG. 1 describes several embodiments of a wagering
game machine architecture 100, FIG. 2 shows how a plurality
of wagering game machines can be connected in a wagering
game network.

Example Wagering Game Network

FIG. 2 is a block diagram illustrating a wagering game
network 200, according to various embodiments of the inven-
tion. As shown in FIG. 2, the wagering game network 200
includes a plurality of casinos 212 connected to a communi-
cations network 214.

Each of the plurality of casinos 212 includes a local area
network 216, which may include wireless access points 204,
wagering game machines 202, and a wagering game server
206 that can serve wagering games over the local area net-
work 216. As such, the local area network 216 includes wire-
less communication links 210 and wired communication
links 208. The wired and wireless communication links 208,
210 can employ any suitable connection technology, such as
Bluetooth, I.LE.E.E. 802.11, Ethernet, public switched tele-
phone networks, SONET, etc. In one embodiment, the wager-
ing game server 206 can serve wagering games and/or dis-
tribute content to wagering game machines and other devices
located in other casinos 212 or at other locations on the
communications network 214.

The wagering game machines 202 and wagering game
server 206 can include hardware and machine-readable
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media including instructions for performing any of the opera-
tions described herein. The wagering game machines 202
may be similar to or identical to the apparatus 106 shown in
FIG. 1.

The wagering game machines 202 described herein can
take any suitable form, such as floor standing models, hand-
held mobile units, table top models, workstation-type console
models, etc. Further, the wagering game machines 202 can be
primarily dedicated for use in conducting wagering games, or
can include non-dedicated devices, such as mobile phones,
personal digital assistants, personal computers, etc. In one
embodiment, the wagering game network 200 can include
other network devices, such as accounting servers, wide area
progressive servers, and player tracking servers.

In various embodiments, wagering game machines 202
and wagering game servers 206 work together such that a
wagering game machine 202 may be operated as a thin, thick,
or intermediate client. For example, one or more elements of
game play may be controlled by the wagering game machine
202 (client) or the wagering game server 206 (server). Game
play elements may include executable game code, lookup
tables, configuration files, game outcome, audio or visual
representations of the game, game assets or the like. In a
thin-client example, the wagering game server 206 may per-
form functions such as determining game outcome or man-
aging assets, while the wagering game machine 202 may be
used merely to present the graphical representation of such
outcome or asset modification to the user (e.g., player). In a
thick-client example, game outcome may be determined
locally (e.g., at the wagering game machine 202) and then
communicated to the wagering game server 206 for recording
or managing a player’s account. In some embodiments, the
wagering game machines 202 are operated as virtual
machines, hosted on a server 206.

Similarly, functionality not directly related to game play
may be controlled by the wagering game machine 202 (client)
or the wagering game server 206 (server) in some embodi-
ments. For example, commands and events that affect the
creation and use of hibernation files may be managed cen-
trally (e.g., by the wagering game server 206) or locally (e.g.,
by the wagering game machine 202). Other functionality not
directly related to game play may include advertising presen-
tation, software or firmware updates, system quality or secu-
rity checks, etc.

Thus, other embodiments may be realized. For example, a
wagering game system may comprise one or more wagering
game machines 202, each of which may be configured to
operate in a manner similar to or identical to the apparatus 106
of FIG. 1. The system may include one or more wagering
game servers 206 communicatively coupled to the wagering
game machines 202, perhaps via networks 208, 210. Refer-
ring now to FIGS. 1 and 2, it can be seen that the server 206
can be used to store all of the images, files, and/or signatures
that are used by the machines 202. Therefore, in some
embodiments, the server 206 may be used to store indepen-
dent copies of any of the images, files, signatures, or tables
contained in the main memory 128 and/or mass storage unit
130 of one or more of the wagering game machines 202.

Example Operations

FIG. 3 is a flow chart illustrating methods 311 according to
various embodiments. Generally, these methods 311 describe
various details with respect to resuming operation of a wager-
ing game machine to a defined base state using an authenti-
cated hibernation file.
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For the purposes of this document, a “hibernation file” is
defined as a file that is used to capture the content of volatile
memory (e.g., RAM) in non-volatile memory (e.g., flash
memory or hard disk) while a wagering game machine is
operating. As part of invoking hibernation activity, a hiberna-
tion file can be created and stored before power is removed
from the operating wagering game machine. When power is
again supplied to the machine, the content stored in the hiber-
nation file, in non-volatile memory, can be retrieved and
restored to volatile memory. At this point, the operating state
of'the machine is also restored to what it was just prior to the
point of invoking the hibernation activity, and machine opera-
tions can be resumed.

A signature may be pre-calculated and stored along with or
inside its associated hibernation file, or determined at runt-
ime. Authenticity may be added to a signature using an
authentication method, such as the method documented by
Digital Signature Standard (DSS) FIPS (Federal Information
Processing Standards) PUB 186-3, Information Technology
Laboratory, National Institute of Standards and Technology,
June 2009. Thus, many embodiments may be realized.

For example, a method 311 of operating a wagering game
machine may begin at block 315 with receiving operational
power from a primary power supply (e.g., the regular 120
VAC wall-powered supply) at a processor housed within a
wagering game machine, the processor operable to present
one or more wagering games. The method 311 may continue
on to block 319 to determining whether the wagering game
machine is currently in a hibernation state. For example, this
determination can be made by detecting existence, by the
processor, of one or more hibernation files stored in the
wagering game machine.

If it is determined that the machine is not in a hibernation
state at block 319, the method 311 may continue on to enter a
regular cold boot process at block 323. Otherwise, the method
311 may continue on to block 327, with authenticating one or
more hibernation files.

If it is determined that authentication of the hibernation
file(s) is unsuccessful at block 327, then the method 311 may
continue on to present an error message and/or alarm at block
331. Otherwise, the method 311 may continue on to block
335, with receiving an indication corresponding to the selec-
tion of a particular hibernation file. In some cases, no selec-
tion is necessary, because only one hibernation file exists.

Each hibernation file accessible to a wagering game
machine may correspond to one of multiple selectable base
operation state configurations of the machine. Thus, the activ-
ity at block 335 may comprise receiving an indication that a
particular one of the selectable base operation state configu-
rations is to be selected for resuming operation of the wager-
ing gaming machine. The BIOS or some other pre-OS entity
may be used to select a particular hibernation file that is used
to resume operations, based on available memory size,
memory type, processor type, wagering game machine type,
peripherals present in the machine, and other hardware or
software characteristics. In some embodiments, hibernation
files are matched to sets of hardware configuration character-
istics that are stored along with the instructions included in
the wagering game machine (e.g., in conjunction with the
instructions 154 of FIG. 1). In this way, the hardware con-
figuration of a particular wagering game machine can be used
to select an appropriate hibernation file for resuming opera-
tions.

In another example, each hibernation file accessible to a
wagering game machine may correspond to one of multiple
selectable loaded gaming application configurations of the
machine. Thus, the activity at block 335 may comprise receiv-
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ing an indication that a particular one of the selectable loaded
gaming application configurations is to be selected for resum-
ing operation of the wagering gaming machine. Combina-
tions of base configurations and loaded gaming applications
may also be indicated, and selected.

The method 311 may continue on to block 339, with
resuming operation of the wagering game machine to a base
operation state defined by one or more hibernation files. The
base operation state may comprise presentation of an opera-
tor’s wagering game machine configuration menu in some
cases. The base operation state may also comprise presenta-
tion of the wagering game.

In many embodiments, explicitly authenticating a hiberna-
tion file results in implicit BIOS authentication when the
BIOS was explicitly authenticated prior to generating the
hibernation file. In some embodiments, the base operation
state comprises a state wherein the BIOS is loaded, but not yet
executing, wherein the BIOS is used to enable loading an OS.
In some embodiments, the base operation state comprises a
state wherein the OS is loaded, but not yet executing, and the
OS is used to enable presentation of the wagering game.

Thus, the activity at block 339 may comprise downloading
the hibernation file to the wagering game machine from a
server (or an AOM appliance). The activity at block 339 may
further comprise resuming operation of the wagering game
machine at a current operational state after authenticating the
hibernation file.

In some embodiments, additional authentication may
occur. For example, the method 311 may include, at block
343, authenticating at least one of additional hardware or
software components associated with presenting the wager-
ing game, after resuming operation at block 339.

The method 311 may continue on to block 347 with veri-
fying that hardware or software configurations of the wager-
ing game machine conform to the desired base operation
state. When a configurations does not conform to the desired
base operation state, the method 311 may continue on to
block 351 with providing an alarm indication and/or conduct-
ing additional authentication of hardware and/or software
located within the wagering game machine to provide end-
to-end authentication of a post-resumption operational con-
figuration of the wagering game machine.

In some embodiments, an operator’s configuration menu is
displayed after new components are authenticated, perhaps
under the assumption or condition that specific access proto-
cols have been fulfilled, such as having the machine access
door open and one or more special physical access keys
inserted. Thus, when it is determined at block 347 that at least
one of the wagering game machine hardware or software
configurations conform to the base operation state (e.g., upon
determining an access protocol is fulfilled), the method 311
may continue on to block 355 with displaying an operator’s
console, perhaps in the form of an operator’s wagering game
machine configuration menu presenting a number of choices
corresponding to a number of post-resumption configuration
state choices. The method 311 may continue on to block 359
with receiving an indication of one such choice from an
operator, via the displayed console.

In some embodiments, the machine may wake up from a
first hibernation by accessing a first hibernation file, and
responding to a selection input (e.g., from an operator or via
automatic selection) received at block 359, continue operat-
ing to wake up from a second hibernation by accessing a
second hibernation file. Thus, the activity at block 359 may
comprise receiving a selection of one of a number of configu-
ration state choices corresponding to at least a second hiber-
nation file.
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In some embodiments, the method 311 may continue on to
block 361 with conducting additional authentication of hard-
ware and/or software located within the wagering game
machine to provide end-to-end authentication of a post-re-
sumption operational configuration corresponding to the
selection (made at block 359). In some embodiments, the
method 311 may continue on to block 365 with resuming
operation of the wagering game machine from a first post-
resumption operational configuration to a second post-re-
sumption operational configuration corresponding to the
selection (made at block 359).

A backup power supply may be enlisted to continue
machine operations when a power interruption or failure
occurs, so that a hibernation file can be generated, transmit-
ted, stored, or downloaded before the machine shuts down. A
signature for the hibernation file can be generated, to tie the
file directly to its specific machine. The signature may thus
include some unique aspects of the machine, such as: one or
more processor identification numbers, the machine serial
number, or any other information, such as a GUID (globally
unique identification) number assigned to the machine and/or
one or more of its components by the manufacturer. The
signature may also include or be associated with the date/time
of hibernation file creation, if desired. Thus, the method 311
may comprise, at block 369, sensing a reduction in the opera-
tional power provided by the primary power supply, and
switching to receive, at the processor, at least a portion of the
operational power from a backup power supply (e.g., an unin-
terruptible power supply (UPS)).

The method 311 may continue on to block 373, with cre-
ating a backup hibernation file, and generating a signature for
the backup hibernation file. The signature may comprise
information that uniquely relates the backup hibernation file
to the wagering game machine.

The method 311 may continue on to block 377 with trans-
mitting the backup hibernation file to a server. Further activity
at block 377 may comprise removing operational power pro-
vided to the processor (to shut down the wagering game
machine in a controlled fashion).

The method 311 may continue onto block 381 with sensing
restoration of the operational power supply after sensing the
reduction in operational power, and then determining exist-
ence of the backup hibernation file. Further activity at block
381 may comprise authenticating the backup hibernation file,
and resuming operation of the wagering game machine using
the backup hibernation file. Still further embodiments may be
realized.

For example, the method 311 may include, at block 385,
receiving a command to generate a hibernation file associated
with a current operational state by a processor within a wager-
ing game machine, and responsively creating the hibernation
file within the wagering game machine. The activity at block
385 may further include generating a signature for the hiber-
nation file.

Many commands can be sensed. Such commands might
result from, for example, sending the indication provided
when a touch screen widget is activated, or sensing the acti-
vation of a switch on the wagering game machine, or sensing
the automatic execution of snapshot code within the machine.
Thus, the command may be associated with activation of one
or more of an on-screen menu widget, a hardware switch on
the wagering game machine, or the execution of snapshot
code within the wagering game machine.

In some embodiments, the command to generate the hiber-
nation file is received from a remote location, such as from a
wagering game server or an AOM server. Thus, the command
to generate the hibernation file may be transmitted from a
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remote location. The command may be associated with sens-
ing the occurrence of a progressive game award win. The
command may comprise a signal initiated by a hardware or
software timer within the wagering game machine. Many
other possibilities exist for the generation of a command that
can be sensed.

The method 311 may continue on to block 389 to include
storing hibernation files, signatures, or both, within the
wagering game machine, or elsewhere.

In some embodiments, a hibernation file is received from a
remote location. Thus, the method 311 may go on to block
393 to include receiving, by the wagering game machine, one
or more hibernation files from a file server. The activity at
block 393 may also comprise receiving, by the wagering
game machine, one or more hibernation files from another
wagering game machine.

Once the machine has access to a hibernation file, whether
internally generated or received from an external source,
operations can be resumed from a hibernation state. Thus, the
method 311 may include, at block 397, accessing the hiber-
nation file to resume operation of the wagering game machine
from a hibernation state, to a current operational state.

It is noted that unless specifically claimed otherwise, the
methods described herein do not have to be executed in the
order described, or in any particular order. Moreover, various
activities described with respect to the methods identified
herein can be executed in iterative, repetitive, serial, or par-
allel fashion. Any one activity can be substituted for any other,
or inserted between other activities. Information, including
parameters, commands, operands, and other data, can be sent
and received in the form of one or more carrier waves.

Example Wagering Game Machines

FIG. 4 is a perspective view of a wagering game machine
400, according to various embodiments of the invention.
Referring to FIG. 4, a wagering game machine 400 is used in
gaming establishments, such as casinos. According to most
embodiments, the wagering game machine 400 can be any
type of wagering game machine and can have varying struc-
tures and methods of operation. For example, the wagering
game machine 400 can be an electromechanical wagering
game machine configured to play mechanical slots, or it can
be an electronic wagering game machine configured to play
video casino games, such as blackjack, slots, keno, poker,
blackjack, roulette, etc. The wagering game machine 400
may include one or more of the apparatus 106 of FIG. 1, and
may beused in a network in the same way as the machines 202
of FIG. 2.

The wagering game machine 400 comprises a housing 412
and includes input devices, including value input devices 418
and a player input device 424. For output, the wagering game
machine 400 includes a primary display 414 for displaying
information about a basic wagering game. The primary dis-
play 414 can also display information about a bonus wagering
game and a progressive wagering game. The wagering game
machine 400 also includes a secondary display 416 for dis-
playing wagering game events, wagering game outcomes,
and/or signage information. While some components of the
wagering game machine 400 are described herein, numerous
other elements can exist and can be used in any number or
combination to create varying forms of the wagering game
machine 400.

The value input devices 418 can take any suitable form and
can belocated on the front of the housing 412. The value input
devices 418 can receive currency and/or credits inserted by a
player. The value input devices 418 can include coin accep-
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tors for receiving coin currency and bill acceptors for receiv-
ing paper currency. Furthermore, the value input devices 418
can include ticket readers or barcode scanners for reading
information stored on vouchers, cards, or other tangible por-
table storage devices. The vouchers or cards can authorize
access to central accounts, which can transfer money to the
wagering game machine 400.

The player input device 424 comprises a plurality of push
buttons on a button panel 426 for operating the wagering
game machine 400. In addition, or alternatively, the player
input device 424 can comprise a touch screen 428 mounted
over the primary display 414 and/or secondary display 416.

The various components of the wagering game machine
400 can be connected directly to, or contained within, the
housing 412. Alternatively, some of the wagering game
machine’s components can be located outside of the housing
412, while being communicatively coupled with the wager-
ing game machine 400 using any suitable wired or wireless
communication technology.

The operation of the basic wagering game can be displayed
to the player on the primary display 414. The primary display
414 can also display a bonus game associated with the basic
wagering game. The primary display 414 can include a cath-
ode ray tube (CRT), a high resolution liquid crystal display
(LCD), a plasma display, light emitting diodes (LEDs), or any
other type of display suitable for use in the wagering game
machine 400. Alternatively, the primary display 414 can
include a number of mechanical reels to display the outcome.
In FIG. 4, the wagering game machine 400 is an “upright”
version in which the primary display 414 is oriented vertically
relative to the player. Alternatively, the wagering game
machine can be a “slant-top” version in which the primary
display 414 is slanted at about a thirty-degree angle toward
the player of the wagering game machine 400. In yet another
embodiment, the wagering game machine 400 can exhibit
any suitable form factor, such as a free standing model, bar
top model, mobile handheld model, or workstation console
model.

A player begins playing a basic wagering game by making
awager via the value input device 418. The player can initiate
play by using the player input device’s buttons or touch
screen 428. The basic game can include arranging a plurality
of' symbols along a payline 432, which indicates one or more
outcomes of the basic game. Such outcomes can be randomly
selected in response to player input. At least one of the out-
comes, which can include any variation or combination of
symbols, can trigger a bonus game.

In some embodiments, the wagering game machine 400
can also include an information reader 452, which can include
a card reader, ticket reader, bar code scanner, RFID (radio
frequency identification) transceiver, or computer readable
storage medium interface. In some embodiments, the infor-
mation reader 452 can be used to award complimentary ser-
vices, restore game assets, track player habits, etc.

FIG. 5 is a perspective view of a portable wagering game
machine 500, according to various embodiments of the inven-
tion. Like free standing wagering game machines, in a hand-
held or mobile form, the wagering game machine 500 can
include any suitable electronic device configured to play a
video casino games such as blackjack, slots, keno, poker,
blackjack, and roulette. The wagering game machine 500
may include one or more of the apparatus 106 of FIG. 1, and
may be coupled to a network in the same manner as the
machines 202 of FIG. 2.

The wagering game machine 500 comprises a housing 512
and includes input devices, including a value input device 518
and a player input device 524. For output, the wagering game
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machine 500 includes a primary display 514, a secondary
display 516, one or more speakers 517, one or more player-
accessible ports 519 (e.g., an audio output jack for head-
phones, a video headset jack, etc.), and other conventional I/O
devices and ports, which may or may not be player-acces-
sible. In the embodiment depicted in FIG. 5, the wagering
game machine 500 comprises a secondary display 516 that is
rotatable relative to the primary display 514. The optional
secondary display 516 can be fixed, movable, and/or detach-
able/attachable relative to the primary display 514. Either the
primary display 514 and/or secondary display 516 can be
configured to display any aspect of a non-wagering game,
wagering game, secondary game, bonus game, progressive
wagering game, group game, shared-experience game or
event, game event, game outcome, scrolling information, text
messaging, emails, alerts or announcements, broadcast infor-
mation, subscription information, and wagering game
machine status.

The player-accessible value input device 518 can com-
prise, for example, a slot located on the front, side, or top of
the housing 512 configured to receive credit from a stored-
value card (e.g., casino card, smart card, debit card, credit
card, etc.) inserted by a player. The player-accessible value
input device 518 can also comprise a sensor (e.g., an RF
sensor) configured to sense a signal (e.g., an RF signal) output
by a transmitter (e.g., an RF transmitter) carried by a player.
The player-accessible value input device 518 can also or
alternatively include a ticket reader, or barcode scanner, for
reading information stored on a credit ticket, a card, or other
tangible portable credit or funds storage device. The credit
ticket or card can also authorize access to a central account,
which can transfer money to the wagering game machine 500.

Still other player-accessible value input devices 518 can
require the use of touch keys 530 on the touch-screen display
(e.g., primary display 514 and/or secondary display 516) or
player input devices 524. Upon entry of player identification
information and, preferably, secondary authorization infor-
mation (e.g., a password, PIN number, stored value card
number, predefined key sequences, etc.), the player can be
permitted to access a player’s account. As one potential
optional security feature, the wagering game machine 500
can be configured to permit a player to access only accounts
the player has specifically set up for the wagering game
machine 500. Other security features can also be utilized, for
example, to prevent unauthorized access to a player’s
account, to minimize an impact of any unauthorized access to
a player’s account, or to prevent unauthorized access to any
personal information or funds temporarily stored on the
wagering game machine 500.

The player input device 524 comprises a plurality of push
buttons on a button panel for operating the wagering game
machine 500. In addition, or alternatively, the player input
device 524 can comprise a touch screen mounted to a primary
display 514 and/or secondary display 516. In one aspect, the
touch screen is matched to a display screen having one or
more selectable touch keys 530 selectable by a user’s touch-
ing of the associated area of the screen using a finger or a tool,
such as a stylus pointer. A player enables a desired function
either by touching the touch screen at an appropriate touch
key 530 or by pressing an appropriate push button on the
button panel. The touch keys 530 can be used to implement
the same functions as push buttons. Alternatively, the push
buttons 532, can provide inputs for one aspect of the operating
the game, while the touch keys 530 can allow for input needed
for another aspect of the game. The various components of the
wagering game machine 500 can be connected directly to, or
contained within, the housing 512, as seen in FIG. 5, or can be
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located outside the housing 512 and connected to the housing
512 via a variety of wired (tethered) or wireless connection
methods. Thus, the wagering game machine 500 can com-
prise a single unit or a plurality of interconnected (e.g., wire-
less connections) parts which can be arranged to suit a play-
er’s preferences.

The operation of the basic wagering game on the wagering
game machine 500 is displayed to the player on the primary
display 514. The primary display 514 can also display the
bonus game associated with the basic wagering game. The
primary display 514 preferably takes the form of a high reso-
Iution LCD, a plasma display, an LED, or any other type of
display suitable for use in the wagering game machine 500.
The size of the primary display 514 can vary from, for
example, about a 2-3" display to a 15" or 17" display. In at
least some embodiments, the primary display 514 is a 7"-10"
display. In one embodiment, the size of the primary display
can be increased. Optionally, coatings or removable films or
sheets can be applied to the display to provide desired char-
acteristics (e.g., privacy, anti-scratch, anti-glare, bacterially-
resistant and anti-microbial films, etc.). In at least some
embodiments, the primary display 514 and/or secondary dis-
play 516 can have a 16:9 aspect ratio or other aspect ratio
(e.g., 4:3). The primary display 514 and/or secondary display
516 can also each have different resolutions, different color
schemes, and different aspect ratios.

As with the free standing embodiments a wagering gaming
machine, a player begins play of the basic wagering game on
the wagering game machine 500 by making a wager (e.g., via
the value input device 518 or an assignment of credits stored
on the handheld gaming machine via the touch screen keys
530, player input device 524, or buttons 532) on the wagering
game machine 500. In some embodiments, the basic game
can comprise a plurality of symbols arranged in an array, and
includes at least one payline 528 that indicates one or more
outcomes of the basic game. Such outcomes can be randomly
selected in response to the wagering input by the player. At
least one of the plurality of randomly selected outcomes can
be a start-bonus outcome, which can include any variations of
symbols or symbol combinations triggering a bonus game.

In some embodiments, the player-accessible value input
device 518 of the wagering game machine 500 can double as
a player information reader 552 that allows for identification
of'a player by reading a card with information indicating the
player’s identity (e.g., reading a player’s credit card, player
ID card, smart card, etc.). The player information reader 552
can alternatively or also comprise a bar code scanner, RFID
transceiver or computer readable storage medium interface.
In one embodiment, the player information reader 552 com-
prises a biometric sensing device. Still further embodiments
may be realized.

General

Implementing the apparatus, systems, and methods dis-
closed herein may operate to significantly increase recovery
time for wagering game machines that undergo power-off,
power-on cycle operations. Player satisfaction may be
increased, and additional revenue for owners of the machines
may result.

In this detailed description, reference is made to specific
examples by way of drawings and illustrations. These
examples are described in sufficient detail to enable those
skilled in the art to practice the inventive subject matter, and
serve to illustrate how the inventive subject matter can be
applied to various purposes or embodiments. Other embodi-
ments are included within the inventive subject matter, as
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logical, mechanical, electrical, and other changes can be
made to the example embodiments described herein. Features
or limitations of various embodiments described herein, how-
ever essential to the example embodiments in which they are
incorporated, do not limit the inventive subject matter as a
whole, and any reference to the invention, its elements, opera-
tion, and application are not limiting as a whole, but serve
only to define these example embodiments.

Such embodiments of the inventive subject matter may be
referred to herein individually or collectively by the term
“invention” merely for convenience and without intending to
voluntarily limit the scope of this application to any single
invention or inventive concept, if more than one is in fact
disclosed. Thus, although specific embodiments have been
illustrated and described herein, any arrangement calculated
to achieve the same purpose may be substituted for the spe-
cific embodiments shown. This disclosure is intended to
cover any and all adaptations or variations of various embodi-
ments. Combinations of the above embodiments, and other
embodiments not specifically described herein, will be appar-
ent to those of skill in the art upon reviewing the above
description.

The Abstract of the Disclosure is provided to comply with
37 C.FR. §1.72(b), requiring an abstract that will allow the
reader to quickly ascertain the nature of the technical disclo-
sure. It is submitted with the understanding that it will not be
used to interpret or limit the scope or meaning of the claims.
Inaddition, in the foregoing Description of the Embodiments,
it can be seen that various features are grouped together in a
single embodiment for the purpose of streamlining the dis-
closure. This method of disclosure is not to be interpreted to
require more features than are expressly recited in each claim.
Rather, inventive subject matter may be found in less than all
features of a single disclosed embodiment. Thus the follow-
ing claims are hereby incorporated into this detailed descrip-
tion, with each claim standing on its own as a separate
embodiment.

We claim:

1. A method of operating a wagering game machine pri-
marily dedicated to playing a casino-style wagering game, the
wagering game machine including a housing, one or more
processors, an electronic display device, and an electronic
input device, the electronic display device and the electronic
input device being coupled to the housing, the method com-
prising:

receiving operational power from a primary power supply

at at least one of the one or more processors housed
within the wagering game machine, at least one of the
one or more processors operable to present the wagering
game;

determining, by at least one of the one or more processors,

that the wagering game machine is currently in a hiber-
nation state;

authenticating, by at least one of the one or more proces-

sors, at least one hibernation file using a verified signa-
ture particularly associated with the at least one hiber-
nation file; and

in response to authenticating the at least one hibernation

file, resuming, by at least one of the one or more proces-
sors, operation of the wagering game machine to a base
operation state defined by the at least one hibernation
file.

2. The method of claim 1, wherein the determining com-
prises detecting existence, by at least one of the one or more
processors, of the at least one hibernation file stored in the
wagering game machine.
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3. The method of claim 1, further comprising:

after the resuming, verifying that at least one of hardware
or software configurations for the wagering game
machine conforms to the base operation state; and

in response to one of the configurations not conforming to

the base operation state, providing end-to-end authenti-
cation of a post-resumption operational configuration of
the wagering game machine by providing an alarm indi-
cation or conducting additional authentication of hard-
ware or software located within the wagering game
machine.

4. The method of claim 1, further comprising:

after the resuming, authenticating at least one of additional

hardware or software components associated with pre-
senting the wagering game.

5. The method of claim 4, further comprising:

displaying an operator’s wagering game machine configu-

ration menu upon determining an access protocol is
fulfilled.

6. The method of claim 1, wherein the base operation state
comprises a state wherein a basic input-output system (BIOS)
is loaded, but not yet executing, the BIOS to enable loading of
an operating system.

7. The method of claim 1, wherein the base operation state
comprises a state wherein an operating system is loaded, but
not yet executing, the operating system to enable presentation
of the wagering game.

8. The method of claim 1, further comprising:

receiving, by the wagering game machine, the at least one

hibernation file from a file server.

9. The method of claim 1, further comprising:

receiving, by the wagering game machine, the at least one

hibernation file from another wagering game machine.

10. A method of operating a wagering game machine pri-
marily dedicated to playing a casino-style wagering game, the
wagering game machine including a housing, one or more
processors, an electronic display device, and an electronic
input device, the electronic display device and the electronic
input device being coupled to the housing, the method com-
prising:

receiving operational power from a primary power supply

at at least one of the one or more processors housed
within a wagering game machine, at least one of the one
or more processors operable to present the wagering
game;

determining, by at least one of the one or more processors,

that the wagering game machine is currently in a hiber-
nation state;

authenticating, by at least one of the one or more proces-

sors, at least a first hibernation file using a verified sig-
nature particularly associated with the at least a first
hibernation file; and

in response to authenticating the at least a first hibernation

file, resuming, by at least one of the one or more proces-
sors, operation of the wagering game machine to a base
operation state defined by the at least a first hibernation
file, the base operation state comprising presentation of
an operator’s wagering game machine configuration
menu.

11. The method of claim 10, further comprising:

receiving a selection of one of a number of post-resumption

configuration state choices; and

providing end-to-end authentication of a post-resumption

operational configuration of the wagering game
machine by conducting additional authentication of
hardware or software located within the wagering game
machine corresponding to the selection.
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12. The method of claim 10, further comprising:

receiving a selection of one of a number of configuration

state choices corresponding to at least a second hiberna-
tion file; and

resuming operation of the wagering game machine from a

first post-resumption operational configuration to a sec-
ond post-resumption operational configuration corre-
sponding to the selection.

13. A method of operating a wagering game machine pri-
marily dedicated to playing a casino-style wagering game, the
wagering game machine including a housing, one or more
processors, an electronic display device, and an electronic
input device, the electronic display device and the electronic
input device being coupled to the housing, the method com-
prising:

receiving operational power from a primary power supply

at at least one of the one or more processors housed
within the wagering game machine, at least one of the
one or more processors operable to present a wagering
game;

determining, by at least one of the one or more processors,

that the wagering game machine is currently in a hiber-
nation state;

authenticating, by at least one of the one or more proces-

sors, at least one hibernation file using a verified signa-
ture particularly associated with the at least one hiber-
nation file; and

in response to authenticating the at least one hibernation

file, resuming, by at least one of the one or more proces-
sors, operation of the wagering game machine to a base
operation state defined by the at least one hibernation
file, the base operation state comprising presentation of
the wagering game.

14. The method of claim 13, wherein the at least one
hibernation file corresponds to one of multiple selectable base
operation state configurations of the wagering game machine,
further comprising:

receiving an indication that a particular one of the select-

able base operation state configurations is to be selected
for resuming the operation of the wagering gaming
machine, the indication based on a hardware configura-
tion of the wagering game machine.

15. The method of claim 13, wherein the at least one
hibernation file corresponds to one of multiple selectable
loaded gaming application configurations of the wagering
game machine, further comprising:

receiving an indication that a particular one of the select-

able loaded gaming application configurations is to be
selected for resuming the operation of the wagering
gaming machine.

16. The method of claim 13, further comprising:

sensing a reduction in the operational power provided by

the primary power supply;

switching to receive, at at least one of the one or more

processors, at least a portion of the operational power
from a backup power supply;

creating, by at least one of the one or more processors, a

backup hibernation file; and

generating, by at least one of the one or more processors, a

backup file signature for the backup hibernation file.

17. The method of claim 16, wherein the backup file sig-
nature comprises information that uniquely relates the
backup hibernation file to the wagering game machine.

18. The method of claim 16, further comprising:

sensing, by at least one of the one or more processors,

restoration of the operational power after sensing the
reduction;
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determining, by at least one of the one or more processors,
existence of the backup hibernation file;

authenticating, by at least one of the one or more proces-
sors, the backup hibernation file using the backup file
signature; and

in response to authenticating the at least one hibernation

file, resuming, by at least one of the one or more proces-
sors, operation of the wagering game machine using to
an operational state defined by the backup hibernation
file.

19. The method of claim 16, further comprising:

transmitting the backup hibernation file to a server; and

removing the portion of the operational power provided to
at least one of the one or more processors.

20. A method of operating a wagering game machine pri-
marily dedicated to playing a casino-style wagering game, the
wagering game machine including a housing, one or more
processors, an electronic display device, and an electronic
input device, the electronic display device and the electronic
input device being coupled to the housing, the method com-
prising:

receiving a command to generate a hibernation file defining

a current operational state by at least one of the one or
more processors within the wagering game machine;
creating, by at least one of the one or more processors, the

hibernation file within the wagering game machine;

generating, by at least one of the one or more processors, a

verified signature for the hibernation file; and

storing at least one of the hibernation file or the signature

within the wagering game machine, the hibernation file
to be used in resuming operation of the wagering game
machine from in a hibernation state to the current opera-
tional state in response to authenticating the hibernation
file using the signature.

21. The method of claim 20, wherein the command is
associated with activating one of an on-screen menu widget
or a hardware switch on the wagering game machine, or
executing snapshot code within the wagering game machine.

22. The method of claim 20, wherein the command to
generate the hibernation file is transmitted from a remote
location.

23. The method of claim 20, wherein the command is
associated with a progressive game award win.

24. The method of claim 20, wherein the command com-
prises a signal initiated by a hardware or a software timer
within the wagering game machine.

25. The method of claim 20, further comprising:

downloading the hibernation file to the wagering game

machine from a server; and resuming operation of the
wagering game machine at the current operational state
after authenticating the hibernation file using the signa-
ture.

26. A wagering game machine primarily dedicated to play-
ing a casino-style wagering game, comprising:

a housing for housing components associated with the

casino-style wagering game;

a value input device disposed on the housing and used to

fund the casino-style wagering game;

one or more processors operable to present the casino-style

wagering game upon which monetary value may be
wagered;

a non-volatile memory storing instructions; and

a power supply to provide operational power, wherein at

least one of the one or more processors operates, upon
receiving the operational power, to execute the instruc-
tions to determine that when the wagering game
machine is in a hibernation state, operation of the wager-
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ing game machine is to resume at a base operation state
defined by at least one hibernation file when authentica-
tion of the at least one hibernation file is successful using
a verified signature particularly associated with the at
least one hibernation file.

27. The machine of claim 26, further comprising:

a circuit to receive a command to initiate creation of the at
least one hibernation file by the wagering game
machine.

28. The machine of claim 27, wherein the command is
received in response to activation of a hardware switch, the
value input device, a player input device, a touch screen
display device, or an information reader.

29. The machine of claim 27, wherein the circuit comprises
a network interface to receive the command from a server.

30. The machine of claim 26, further comprising:

a display device to display an operator’s wagering game
configuration menu in the base operation state.
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